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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND

TED CHRISTENSEN

86 N FOXMOOR WAY
SARATOGA SPRINGS, CT
84045, on behalf of all others
similarly situated,

CASE NO.

Plaintiff, JURY TRIAL DEMANDED

VS.

AMERICAN ASSOCIATION

" OF COLLEGES OF
OSTEOPATHIC MEDICINE
7700 Old Georgetown Road
Suite 250 Bethesda, Maryland,
20814,

O SO LR U OB CON O LD SO LN O L R

Defendant.

1
1

ORIGINAL COMPLAINT—CLASS ACTION <

Plaintiff Ted Christensen (“Plaintiff”), individually and on behalf of all others simila%rly
situated, sue Defendant American Aséociation of Colleges of Osteopathic Medicine (“AACOI%\/I”
or “Defendant™), to obtain damages, restitution, and injunctive relief for the Class, as deﬁliied
below, from Defendant. Plaintiff makes the following allegations upon information and beliief,
except as to his own actions, the investigation of his counsel, and the facts that are a matte'r% of

i
|

public record.
INTRODUCTION ;

i
H

1. This class action arises out of the recent data security incident and data breéch
that was perpetrated against Defendant (the “Data Breach”), which held in its possession certéxin

personally identifiable information (“PII” or the “Private Information™) of Plaintiff and other



Case 8:25-cv-01239-TJS Document1l Filed 04/16/25 Page 2 of 37

current and former applicants of Defendant, the putative class members (“Class™). This Data
Breach was discovered on September 26, 2024. Z

2. The Private Information compromised in the Data Breach included ceréain
personal information of Defendant AACOM’s applicants, including Plaintiff. The Pri\irate
Information exposed to the cybercriminals included Plaintiff’s and the Class Members’ najfne,
and Social Security number. See Plaintiff’s Notice at Exhibit A. '

3. Defendant has reported to the Maine Attorney General’s office that the persognal
information of 67,804 individuals was affected in the data breach.’ f

4. The Data Breach resulted from Defendant’s failure to implement adequate émd
reasonable cyber-security procedures and protocols necessary to protect individuals’ Pri\;ate
Information with which it was entrusted for business relationships. '

5. Plaintiff brings/ this class action lawsuit on behalf of those similarly situate(i to
address Defendant’s inadequate safeguarding of Class Members’ Private Information tha?t it
collected and maintained, and for failing to provide timely and adequate notice to Plaintiff and
other Class Members that their information was subjected to unauthorized access byé an
unknown, unauthorized third party and precisely what type of information was accessed. ;

6. Defendant maintained the Private Information in a reckless manner. In particuiar,
the Private Information was maintained on Defendant’s computer network in a conditfion

vulnerable to cyberattacks. Upon information and belief, the mechanism of the Data Breach and

potential for improper disclosure of Plaintiff’s and Class Members® Private Information was a

! Office of the Maine Attomney General, Data Breach Notifications, available at
https://www.maine.gov/agviewer/content/ag/985235¢7-cb95-4be2-8792-a1252b4£8318/61 f2428d-b058-48da—b83 1-
b0ea7543ac0f.html (Jast accessed April 14, 2025).
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known risk to Defendant, and thus Defendant waé on notice that failing to take steps necessary to
secure the Private Information from those risks left that property in a dangerous condition. |

7. Defendant, through its employees, disregarded the rights of Plaintiff and Cfass
Members (defined below) by, among other things, intentionally, willfully, recklessly,f or
negligently failing to take adequate and reasonable measures to ensure its data systems were
protected against unauthorized intrusions. Defendant also failed to disclose that it did not h';we
adequately robust computer systems and security practices to safeguard Plaintiff and Class
Members’ Private Information and failed to take standard and reasonably available steps: to
prevent the Data Breach. Z

8. In addition, Defendant failed to properly monitor the computer network and
systems that housed the Private Information. Had Defendant’s employees (presumably ‘in the‘{ IT
department) properly monitored its property, it would have discovered the intrusion sooner. I

9. Plaintiff and Class Members’ identities are now at risk because of Defendant’s
negligent conduct, since the Private Information that Defendant collected and maintained is n:ow
in the hands of data thieves. f

10.  Armed with the Private Information accessed in the Data Breach, data thieves can
commit a variety of crimes. These crimes include opening new financial accounts in Class
Members’ names, taking out loans in Class Members® names, using Class Members’ information
to obtain government benefits, filing fraudulent tax returns using Class Members’ information,
filing false medical claims using Class Members’ information, obtaining driver’s licenses! in
Class Members’ names but with another person’s photograph, and giving false information' to

police during an arrest. ;
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11.  Because of the Data Breach, Plaintiff and Class Members have been exposed fo a

!

heightened and ongoing risk of fraud and identity theft. Plaintiff and Class Members must now
|

i

and in the future closely monitor their financial accounts to guard against identity thefi. |

12, Plaintiff and Class Members may also incur out of pocket costs for, ég,
purchasing credit monitoring services, credit freezes, credit reports, or ofher protective meas%res
to deter and detect identity theft. §

13.  Through this Complaint, Plaintiff secks to remedy these harms on behalfi of
himself and all similarly situated mdmduals whose Private Information was accessed during the
Data Breach.

14. * Plaintiff seeks remedies including, but not limited té, compensatory damaggs,
_ feimbursement of out-of-pocket costs, and injunctive relief including improvements| to
Defendant’s data security systems, future annual audits, and adequate credit monitoring sewfces

funded by Defendant.

15.  Accordingly, Plaintiff sues Defendant seeking redress for their unlawful cond%lct,
and asserting claims for: (i) negligence, (ii) negligence per se, (iii) breach of implied contr%ct,
(iv) breach of fiduciary duty, and (v) unjust enrichment. ?

PARTIES g

16.  Plaintiff Ted Christensen is and at all times mentioned herein was an individfual

citizen of Connecticut, residing in the city of Saratoga Springs at 86 N Foxmoor Way.

%
5
17.  Plaintiff provided Defendant with his sensitive PII as part of the processz of

}

applying to a college of osteopathic medicine with AACOM. Plaintiff received notice of the Qata

Breach around April 8, 2025, informing him that his sensitive information was part| of

Defendant’s Data Breach. See Exhibit A. %




Case 8:25-cv-01239-TJS Document1 Filed 04/16/25 Page 5 of 37

18.  Defendant AACOM is an Illinois corporation with its principal place of business
at 7700 Old Georgetown Road Suite 250 Bethesda, Maryland, 20814.
19. It can be served by serving its registered agent, The Prentice-Hall Corporation
System, MA, at 7 St. Paul Street Suite 820 Baltimore, Maryland 21202.

JURISDICTION AND VENUE

20.  This Court has subject matter jurisdiction over this action under the Class Action

i

Fairness Act, 28 U.S.C. § 1332(d)(2). The amount in controversy exceeds $5 million, exclusiive
of interest and costs. The number of class members exceeds 100, many of whom have diffex%ent
citizenship from Defendant. Thus, minimal diversity exists under 28 U.S.C. § 1332(d)(2)(A).

21.  This Court has personal jurisdiction over Defendant because it operates anc:1 is

headquartered in this District and conducts substantial business in this District.

i

|
22.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391(a)(}) becaus§3 a

substantial part of the events giving rise to this action occurred in this District. Moreox}er,
Defendant is based in this District, maintains Plaintiff and Class Members’ Private Informat:ion

i
in this District, and has caused harm to Plaintiff and Class Members in this District. |

FACTUAL ALLEGATIONS f

befendant ’s Business [
23.  Defendant is a national corporation that supports colleges of osteopathic mediciine

in their efforts to attract and train future physicians.? : ;
24.  There are currently 42 accredited colleges in the United States and AACOM pléays
an important role in establishing the standards of excellence for medical education at thEese

o

i

2 https://www.aacom.org/about-us (last accessed April 8, 2025). !
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colleges, and in graduate medical education through internships and residencies at US medical

centers, hospitals, clinics, and health syste:fms.3

25. In the ordinary course of applying to colleges supported by AACOM, e}ach
applicant must provide (and Plaintiff did provide) Defendant with sensitive, personal, and private
information, including his or her name, address, date of birth, and Social Security number. |

26. Defendant agreed to and undertook legal duties to maintain the Pri\‘é'ate
Information entrusted to it by Plaintiff and Class Members safely, confidentially, and' in
compliance with all applicable laws.

27.  The customer information held by Defendant in its computer system and nétw,'ork
included the Private Information of Plaintiff and Class Members.

The Data Breach

28. A Data Breach occurs when cyber criminals intend to access and steal Pri\}ate
Information that has not been adequately secured by a business entity like Defendant.

29. According to Defendant’s April 8, 2025, notice letter to Plaintiff Runyan (Exhibit
A),

What Happened. On September 26, 2024, we discovered unusual activity
with an employee email account. Upon discovery, we took steps to secure
our email environment and engaged independent experts to complete a
comprehensive investigation. The investigation determined that certain !
emails / attachments may have been accessed or acquired without
authorization. We then undertook a comprehensive review to determine

the nature of the information and the individuals to whom the information
pertained, as well as to obtain the addresses for those individuals. That
process was completed on March 31, 2025. Please note that we have no
evidence of the misuse, or attempted misuse, of any potentially affected
information.

What Information Was Involved. The information that may have been
involved in this incident included your name and Social Security number.

31d.
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30.  Defendant had obligations created by contract, industry standards, common I?W,
and representations made to Class Members, to keep Class Membefs’ Private Informat%ion
confidential and to protect it from unauthorized access and disclosure.

31. Plaintiff and Class Members provided their Private Information to Defendant vyith

|

the. reasonable expectation and mutual understanding that Defendant would comply with| its

obligations to keep such information confidential and secure from unauthorized access. ;
32. Defendant was or should have been aware of the significant risk éhat
|
cybercriminals would attempt to steal Plaintiff’s and Class Members’ Private Information, §i
33.  As reported by the Identity Theft Resource Center, in 2024 3,158 data breacpes
occurred (44 shy of the all time high in 2023), resulting in around 1,246,573,396 individua?ﬂs’
information being compromised, a 211% increase from 2023.* i
34.  Therefore, the increase in such attacks, and attendant risk of future attacks, \gvas
widely known to the public and to anyone in Defendant’s industry, including Defendant. ‘
Data Breaches Are Preventable | k i
33.  Defendant did \not use reasonable security procedures and practices appropriaté: to
the nature of the sensitive information they were maintaining for Plaintiffs and Class Membé:rs,
causing the exposure of Private Information, such as encrypting the information or deletin%g it
when it is no longer needed. k
34.  Defendant could have prevented this Data Breach by, among other thin%gs,
properly encrypting or otherwise protecting their equipmer{t and computer files containfing
Private Information. 5{

35.  As explained by the Federal Bureau of Investigation, “[p]revention is the nfost

4 See Identity Theft Resource Center, 2023 Data Breach Report  (January 2024), available% at
hitps://https://www.idtheftcenter.org/publication/2024-data-breach-report/ (last visited April 14, 2025).
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effective defense against ransomware and it is critical to take precautions for protection.”5

36. To prevent and detect cyber-attacks and/or ransomware attacks, Defendant co;uld
and should have implemented, as recommended by the United States Government, the followjng
measures:

e Implement an awareness and training program. Because end users are targets,
employees and individuals should be aware of the threat of ransomware and how it is
delivered.

¢ Enable strong spam filters to prevent phishing emails from reaching the end users and
authenticate inbound email using technologies like Sender Policy Framework (SEF),
Domain Message Authentication Reporting and Conformance (DMARC), and
DomainKeys Identified Mail (DKIM) to prevent email spoofing. |

e Scan all incoming and oufgoing emails to detect threats and filter executable ﬁles
from reaching end users.

e Configure firewalls to block access to known malicious IP addresses.

e Patch operating systems, software, and firmware on devices. Consider usmg a
centralized patch management system. |

e Set anti-virus and anti-malware programs to conduct regular scans automatically.

e Manage the use of privileged accounts based on the principle of least privilege:: 1o
users should be assigned administrative access unless absolutely needed; and those
with a need for administrator accounts should only use them when necessary.

e Configure access controls—including file, directory, and network share
permissions—with least privilege in mind. If a user only needs to read specific ﬁles
the user should not have write access to those files, directories, or shares.

e Disable macro scripts from office files transmitted via email. Consider using Ofﬁce
Viewer software to open Microsoft Office files transmitted via email instead of fu]l
office suite applications.

i
i
i

i

5> How to Protect Your Networks from RANSOMWARE, at 3, available at: https://www.ibi.gov/ﬁle-
repository/ransomware-prevention-and-response-for-cisos.pdf/view :

H
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!

-37.

Implement Software Restriction Policies (SRP) or other controls to prevent programs
from executing from common ransomware locations, such as temporary folders
supporting popular Internet browsers or compression/decompression programs,
including the AppData/LocalAppData folder.

Consider disabling Remote Desktop protocol (RDP) if it is not being used.

Use application whitelisting, which only allows systems to execute programs known
and permitted by security policy.

Execute operating system environments or specific programs in a virtualized
environment. |

!
Categorize data based on organizational value and implement ghyswal and logxcal
separation of networks and data for different organizational units.

To prevent and detect cyber-attacks or ransomware attacks, Defendant could and

should have implemented, as recommended by the Microsoft Threat Protection Intelligence

Team, the following measures:

Secure Internet-Facing Assets

Thoroughly investigate and remediate alerts

Include IT Pros in security discussions

Build credential hygiene

Apply principle of least-privilege

Apply latest security updates )
Use threat and vulnerability management
Perform regular audit; remove privileged credentials;

Prioritize and treat commodity malware infections as potential full compromise;

Ensure collaboration among [security operations], [security admins], and
[information technology] admins to configure servers and other endpoints
securely;

Use [multifactor authentication] or [network level authentication] and use strong,
randomized, just-in-time local admin passwords;

Monitor for adversarial activities
Hunt for brute force attempts
Monitor for cleanup of Event Logs
Analyze logon events;
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Harden infrastructure

- Use Windows Defender Firewall

- Enable tamper protection

- Enable cloud-delivered protection

- Turn on attack surface reduction rules and [ Antimalware Scan Interface] for ;
|
i

Office[Visual Basic for Applications].’

38.  Given that Defendant was storing the Private Information of its current and

|

former applicants Defendant could and should have implemented all of the above measures to
J
prevent and detect cyberattacks. |
. |

39.  The occurrence of the Data Breach indicates that Defendant failed to adequately
]

implement one or more of the above measures to prevent cyberattacks, resulting in the Diata
?

Breach and data thieves acquiring and accessing the Private Information of, upon infomation

and belief, thousands to tens of thousands of individuals, including that of Plaintiffs and Class
|
Members. ‘
|
Defendant Acquires, Collects & Stores Applicants’ Private Information ]

40.  Defendant acquires, collects, and stores a massive amount of Private Information
on its current and former applicants. ] {

41.  As a condition of submitting an application to school supported by Defendf t,

¢

Defendant requires that applicants entrust it with highly sensitive personal information. |

42. By obtaining, collecting, and. using Plaintiff’s and Class Members’ Privlate
Infonnatibn, Defendant assumed legal and equitable duties and knew or should have known tixat
it was responsible for protecting Plaintiffs and Class Members’ Private Information from
disclosure. - |

43.  Plaintiff and the Class Members have taken reasonable steps to maintain the

7 See Human-operated ransomware attacks: A preventable disaster (Mar 5, 2020), available !at:
https://www.microsoﬁ.conﬂsecurity/blog/Z020/03/05/human—operated-ransomware-attacks—a-preventable-disasteg"/

!
!
i
‘E

10



Case 8:25-cv-01239-TJS Document1l Filed 04/16/25 Page 11 of 37

ta

D e e s

confidentiality of their Private Information and would not have entrusted it to Defendant abser

promise to safeguard that information. ‘

44.  Upon information and belief, in the course of collecting Private Information fr’om

applicants, including Plaintiff, Defendant promised to provide confidentiality and adequate
security for their data through its applicable privacy policy and through other disclosures in

compliance with statutory privacy requirements.

45.  Plaintiff and the Class Members relied on Defendant to keep their Private

1

Information confidential and securely maintained, to use this information for business purp_ojses
|
only, and to make only authorized disclosures of this information. f
Value Of Private Information I
35. The Federal Trade Commission (“FTC”) defines identity theft as “a ﬁétud
committed or attempted using the identifying information of another person without authoxityil.”8
The FTC describes “identifying information” as “any name or number that may be used, aloné or
in conjunction with any other information, to identify a specific person,” including, among ot;her
things, “[n]ame, Social Security number, date of birth, official State or government iss{xed
driver’s license or identification number, alien registration number, government passrf;ort
number, employer or taxpayer identification number.”’ | (
36. Tpe PII of individuals remains of high value to criminals, as evidenced by ithe
prices they will pay through the dark web. Numerous sources cite dark web pricing for sto}en

identity credentials.'®

37.  For example, Personal Information can be sold at a price ranging from $40: to

817 C.F.R. § 248.201 (2013).
*H.

1 Your personal data is for sale on the dark web. Here'’s how much it costs, Digital Trends, Oct. 16, 2019, available

at: https://www.digitaltrends. com/computmg/personal-data-sold-on—the-dark-web-how-much-lt-costs/ (last v151ted

April 14, 2025).

1 :
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$200.'! Criminals can also purchase access to entire company data breaches from $900 to
$4,500.' | !

38.  Theft of PHI is gravely serious: “[a] thief may use your name or health insurance
numbers to see a doctor, get prescription drugs, file claims with your insurance provider, or% get
other care. If the thief’s health information is mixed with yours, your treatment, insurance %md
payment records, and credit report may be affected.”" ‘

39. Among other forms of fraud, identity thieves may obtain driver’s licenées,

!

government benefits, medical services, and housing or even give false information to police. |

40.  The fraudulent activity resulting from the Data Breach may not come to light;for
years. There may be a time lag between when harm occurs versus when it is discovered, and also
between when Private Information is stolen and when it is used. According to the U.S.
Government Accountability Office (“GAO”), which conducted a study regarding data breaches:

[L]aw enforcement officials told us that in some cases, stolen data may be |
held for up to a year or more before being used to commit identity theft.
Further, once stolen data have been sold or posted on the Web, fraudulent |
use of that information may continue for years. As a result, studies that

attempt to measure the harm resultmg from data breaches cannot
necessarily rule out all future harm.'*

41.  Plaintiff and Class Members now face years of constant surveillance of their
financial and personal records, monitoring, and loss of rights. The Class is incurring and will
continue to incur such damages in addition to any fraudulent use of their Private Information. !

1

!

! Here's How Much Your Personal Information Is Selling for on the Dark Web, Experian, Dec. 6, 2017, available
at: https://www.experian.com/blogs/ask-experian/heres-how-much-your-personal-information-is-selling-for-o n-the-
dark-web/ (last visited April 14, 2025). |

12 In the Dark, VPNOverview, 2019, available at:_https://vpnoverview. com/pnvacv/anonvmous—browsmg/m-the-
dark/ (last visited April 14, 2025).
B Medical LD. Theft, EFraudPrevention
https://efraudprevention.net/home/education/?a=187#:~:text=A%20thief%20may%20use%20vyour, cred1t%20repoxt
%20mav%20be%20aﬁ'ected (last visited April 14, 2025).

1 Report to Congressional Requesters, GAO, at 29 (June 2007), available at: https://www. gao. gov/assets/gao 07-
737.pdf

l
i
i
{

12
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!

_l

Defendant Failed to Comply with FTC Guidelines ‘

42, The Federal Trade Commission (“FTC”) has promulgated many guides ;for
|

businesses which show how important it is to implement reasonable data security practices.
: |

According to the FTC, the need for data security should shape all business decision-making. [

43. In 2016, the FTC updated its publication, Protecting Personal Information: A

Guide for Business, which established cyber-security guidelines for businesses. The guideliines

note that businesses should protect the personal information that they keep; properly disposef: of
personal information that is no longer needed; encrypt information stored on computer networks;
understand their network’s vulnerabilities; and implement policies to correct any secu%rity
problems." The guidelines also recommend that businesses use an intrusion detection system to
expose a breach as soon as it occurs; monitor incoming traffic for activity suggesting someonie is
attempting to hack the system; watch for large amounts of data being transmitted from ;the
system; and have a response plan ready in the event of a breach.'® |
44.  The FTC further recommends that companies not maintain PII longer than is
needed for authorization of a transaction; limit access to sensitive data; require compflex
passwords to be used on networks; use industry-tested methods for security; monitor {for
suspicious activity on the network; and verify that third-party service providers h:;ive
implemented reasonable security measures. ' 1
45. The FTC has brought enforcement actions against businesses for failingi; to
adequately and reasonably protect client data, treating the failure to employ reasonable émd
appropriate measures to protect against unauthorized access to confidential consumer data as% an
i
5 Federal Trade Commission, Protecting Personal Information: A Guide for Business (2016), available at
www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-personal-information.pdf (last visited A:‘pril

14, 2025).
16 14,

|
13 i

i
)
]
i
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|
unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act (“FTCé.”),

15 U.S.C. § 45. Orders resulting from these actions also clarify the measures businesses nzlust

take to meet their data security obligations. |

46.  Defendant failed to properly implement basic data security practices. Defendarilt’s

3

i
failure to employ reasonable and appropriate measures to protect against unauthorized acces:s to

applicants’ PII constitutes an unfair act or practice prohibited by Section 5 of the FTC Act,;i 15
U.S.C. § 45. |

47.  Defendant was always fully aware of its obligation to protect the PII of% its

{

applicants. Defendant was also aware of the significant repercussions that would result fromf its
failure to do so. i

Defendant Failed to Comply with Inditstt;y Standards !

48.  As shown above, institutions are widely known to be particularly vulnerablé to

cyberattacks because of the value of the PII which they collect and maintain. ,

49.  Several best practices have been identified that at a minimum should|be

|
|

implemented by employers like Defendant, including, but not limited to, educating | all

H

employees; strong passwords; multi-layer security, including firewalls, antivirus, %md
4

antimalware software; encryption, making data unreadable without a key; -rnulti-facg:tor

authentication; backup data; and limiting which employees can access sensitive data.

50.  Other best cybersecurity practices that are standard include installing appropriate

malwa;e detection software; monitoring and limiting the network ports; protecting web browsers
and email management systems; setting up network systems such as firewalls, switches fand
routers; monitoring and protection of physical security systems; protection against any possible
communication system, training staff regarding critical points. l

51.  Defendant failed to meet the minimum standards of any of the following

14 f
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)
i
|

frameworks: the NIST Cybersecurity Framework Version 2.0 (including without limitation
PR.AA-01, PR.AA.-02, PR.AA-03, PR.AA-04, PR.AA-05, PR.AT-01, PR.DS-01, PR—DS-bZ,
PR.DS-10, PR.PS-01, PR.PS-02, PR.PS-05, PR.IR-01, DE.CM-01, DE.CM-03, DE.CM-?O6,
DE.CM-09, and RS.CO-04), and the Center for Internet Security’s Critical Security Contfols
(CIS CSC), which are all established standards in reasonable cybersecurity readiness. r
52.  These foregoing frameworks are existing and applicable industry standards éfor
any business that handles and stores large volumes of sensitive information, and Defendant faifled
to comply with these accepted standards, thereby opening the door to and causing the Diata
Breach. |
DE ANT’S BREACH |
53.  Defendant breached its obligations to Plaintiff and Class Members and/or was
otherwise negligent and reckless because it failed to properly maintain and safeguard;its
computer systems and its data. Defendant’s unlawful conduct includes, but is not limited to, fhe
following acts and/or omissions: . I

a. Failing to maintain an adequate data security system to reduce the risk of data
breaches and cyber-attacks;

I
b. Failing to adequately protect applicants’ Private Information; ;
!

c. Failing to properly monitor its own data security systems for existing mtruswns

d. Failing to put into place proper procedures, software settings, and data securlty
software protections to adequately protect against a blunt force intrusion; i
E

e. Failing to comply with FTC guidelines for cybersecurity, in violation of Sectlon 5
of the FTC Act; g

f. Failing to adhere to industry standards for cybersecurity; and !

i
1

g. Failing to provide notice once the scope of the breach was determined.

‘15
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46.

|
i

As the result of computer systems needing security upgrading, Defend;,ant

negligently and unlawfully failed to safeguard Plaintiff’s and Class Members’ Private

Information.

47.
increased risk of fraud and identity theft.
Because of Defendant's Failure to Safeguard Private Information, Plaintiff and the Class !

Members Have and Will Experience Substantial Harm in the Form of Risk of Continued !
Identity Theff.

48.
of their PII that can be directly traced to Defendant.

49.

|

!

Accordingly, as outlined below, Plaintiff and Class Members now face | an

Plaintiff and members of the proposed Class have suffered injury from the mis':use

The ramifications of Defendant’s failure to keep Plaintiff’s and the Class’s [PII

i

secure are severe. Identity theft occurs when someone uses another’s personal information such

as that person’s name, account number, Social Security number, driver’s license number, daté of

|

birth, and/or other information, without permission, to commit fraud or other crimes. According

to experts, one out of four data breach notification recipients become a victim of identity ﬁaucf.

50.

Because of Defendant’s failures to prevent—and to timely detect—the Data

Breach, Plaintiff and the proposed Class have suffered and will continue to suffer damages,

including monetary losses, lost time, anxiety, and emotional distress. They have suffered or afre

at an increased risk of suffering: i

a.

b.

|
j

The loss of the opportunity to control how their PII is used; |

The diminution in value of their PII;

The compromise and continuing publication of their PII;

Out-of-pocket costs associated with the prevention, detection, recovery, and
remediation from identity theft or fraud;

Lost opportunity costs and lost wages associated with the time and effort
expended addressing and attempting to mitigate the actual and consequences; of
the Data Breach , including, but not limited to, efforts spent researching how% to
é
t

16
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prevent, detect, contest, and recover from identity theft and fraud;
f. Delay in receipt of tax refund monies;
g. Unauthorized use of stolen PII; and

h. The continued risk to their PII, which remains in the possession of Defendant and
is subject to further breaches so long as Defendant fails to undertake the
appropriate measures to protect the PII in its possession.

51. Stolen PII is one of the most valuable commodities on the criminal information

black market. According to Experian, a credit-monitoring service, stolen PII can be worth up to
|
$1,000.00 depending on the type of information obtained.

52. The value of Plaintiff’s and the proposed Class’s PII on the black rqarkqt is
considerable. Stolen PII trades on the black market for years, and criminals often post stcélen
private information openly and directly on various “dark web” internet websites, making gthe
information publicly available, for a substantial fee of course.

53. It can take victims years to spot identity or PII theft, giving criminals p]entyi‘r of
time to abuse that information for money. |

54. One such example of criminals using PII for profit is the development of “Fullz”

packages.

55.  Cyber-criminals can cross-reference two sources of PII to marry unregulated data

§
available elsewhere to criminally stolen data with an astonishingly complete scope and degreéé of
accuracy to assemble complete dossiers on individuals. These dossiers are known as “Fullz”

packages.

56.  The development of “Fullz” packages means that stolen PII from the Data Breach

can easily be used to link and identify it to Plaintiff’s and the proposed Class’s phone numb;ers,
email addresses, and other unregulated sources and identifiers. In other words, even if certfain

information such as emails, phone numbers, or credit card numbers may not be included in the
;

{
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PII stolen by the cyber-criminals in the Data Breach, criminals can easily create a Fullz pack#ge
and sell it at a higher price to unscrupulous operators and criminals (such as illegal and scém
telemarketers) over and over. That is exactly what is happening to Plaintiff and members of fthe
proposed Class, and it is reasonable for any trier of fact, including this Court or a jury, to f}nd
that Plaintiff’s and other members of the proposed Class’s stolen PII is being misused, and tjhat
such misuse is traceable to the Data Breach. |

57.  According to the FBI's Internet Crime Complaint Center (IC3) 2019 Interinet
Crime Report, Internet-enabled crimes reached their highest number of complaints and dolélar
losses that year, resulting in more than $3.5 billion in losses to individuals and business victix%ns,
and the numbers are only rising. a

58.  Further, according to the same report, “rapid reporting can help law enforcemfent
stop fraudulent transactions before a victim loses the money for good” Defendant did not rapiélly
report to Plaintiff and the Class that their PII had been stolen.

59. Victims of identity theft also often suffer embarrassment, blackmail, or
harassment in person or online, and/or experience financial losses resulting from frauduleritly
opened accounts or misuse of existing accounts. ’

60. In addition to out-of-pocket expenses that can exceed thousands of dollars and ihe
emotional toll identity theft can take, some victims must spend a considerable time repairing the
damage caused by the theft of their PII. Victims of new account identity theft will likely have to
spend time correcting fraudulent information in their credit reports and continuously moniitor
their reports for future inaccuracies, close existing bank/credit accounts, open new ones, and
dispute charges with creditors.

61. Further complicating the issues faced by victims of identity theft, data thie\éles

may wait years before attempting to use the stolen PIL. To protect themselves, Plaintiff and the

i
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i
b
Class will need to remain vigilant against unauthorized data use for years or even decades to
come. :
62.  The Federal Trade Commission (“FTC”) has also recognized that consumer (iata
is a new and valuable form of currency. In an FTC roundtable presentation, former
Commissioner Pamela Jones Harbour stated that “most consumers cannot begin to comprehfand
the types and amount of information collected by businesses, or why their information may;i be
commercially valuable. Data is currency.”"’ _ '
63. The FTC has also issued many guidelines for businesses that highlight the
importance of reasonable data security practices. The FTC has noted the need to factor d:ata

security into all business decision-making. According to the FTC, data security requires:

(1) encrypting information stored on computer networks;

(2) retaining payment card information only as long as necessary;
(3) properly disposing of personal information that is no longer needed;

(4) limiting administrative access to business systems;

(5) using industry-tested and accepted methods for securing data; ]

(6) monitoring activity on networks to uncover unapproved activity; |

(7) verifying that privacy and security features function properly;

(8) testing for common vulnerabilities; and

(9) updating and patching third-party software. f
64. Accdrding to the FTC, unauthorized PII disclosures ravage consumers’ ﬁnanc%:es,

credit history and reputation, and can take time, money and patience to resolve the fallout.'® 'i‘he

' Statement of FTC Commissioner Pamela Jones Harbour-Remarks Before FTC Exploring Privacy Roundtaible,
(?ec. 7,2009), http://www.fic.gov/speeches/harbour/091207privacyroundtable.pdf (last visited April 14, 2025). '
See Taking Charge, What to Do If Your Identity is Stolen, FIC, at 3 (2012), available| at

H
I
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FTC treats the failure to employ reasonable and appropriate measures to protect agaiﬁst
unauthorized access to confidential consumer data as an unfair act or practice prohibited by
Section 5(a) of the FTC Act.

65.  Defendant’s failure to properly notify Plaintiff and Class Members of the Data
Breach exacerbated Plaintiff’s and Class Members’ injury by depriving them of the earliest
ability to take appropriate measures to protect their PII and take other necessary steps to mitig;.-lte
the harm caused by the Data Breach.

PLAINTIFF'S EXPERIENCE

66.  Plaintiff Ted Christensen is and at all times mentioned herein was an individﬁal
citizen of Connecticut, residing in the city of Saratoga Springs at 86 N Foxmoor Way. 4\

67.  Plaintiff was an applying to medical school through AACOM, which required
them to provide their Private Information to Defendant.

68.  After Plaintiff provided Private Information, Defendant suffered a Data Breach.

69.  Plaintiff reasonably expected and understood that Defendant Qould take, at a
minimum, industry standard precautions to protect, maintain, and safeguard their Private
Information from unauthorized users or disclosure, and would timely notify them of any data
security incidents related to the same. Plaintiff would not have provided their Private Information
to Defendant had they known that Defendant would not take reasonable steps to safeguard it. |

70. Plaintiff Ted Christensen received a Notice Letter, dated April 8, 2025, stating

that his “name and Social Security number” were contained in a file on the computer network

infiltrated by an unknown, unauthorized third party. Exhibit A.

https://www.ojp.gov/ncijrs/virtual-library/abstracts/taking-charge-what-do-if-your-identity-stolen (last visited Ai)ril
14, 2025). :

i
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71.  Because of the Data Breach and at the recommendation of Defendant and its

Notice, Plaintiff made reasonable efforts to mitigate the effect of the Data Breach, including, but
|
not limited to, researching the Data Breach and monitoring their credit and financial statements.

72.  Plaintiff has spent much time responding to the dangers from the Data Breach and

will continue to spend valuable time they otherwise would have spent on other activities,

including, but not limited to work and recreation. , |
73.  Even with the best response, the harm caused to Plaintiff cannot be undone. 1

74.  Plaintiff knows that cybercriminals often sell Private Information, and that their

i

PII could be abused months or even years after a data breach. |
75.  Had Plaintiff been aware that Defendant’s computer systems were not secure,
they would not have entrusted Defendant with their personal data.

E
PL. IFF’S AND CL.ASS MEMBERS’ DAMAGES ‘

76. To date, Defendant has done little to provide Plaintiff and Class Members Wlth
relief for the démages they have suffered because of the Data Breach , inciuding, but not limi;ted
to, the costs and loss of time they incurred because of the Data Breach . Defendant has c>§nly
offered 12 months of inadequate credit monitoring services, despite Plaintiff aﬁd Class Members

being at risk of identity theft and fraud for the remainder of their lifetimes. %'

1

77. The 12 months of credit monitoring offered to persons whose Private
Information was compromised is wholly inadequate as it fails to provide for the fact that victi:ms

of data breaches and other unauthorized disclosures commonly face multiple years of ongoiing
~ i
identity theft and financial fraud. §
|

78. Defendant’s credit monitoring advice to Plaintiff and Class Members places the

i
burden on Plaintiff and Class Members, rather than on Defendant, to investigate and profect

H

themselves from Defendant’s tortious acts resulting in the Data Breach. i

{
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79.  Plaintiff and Class Members have been damaged by the compromise of their
Private Information in the Data Breach, and by the severe disruption to their lives as a direct and

foreseeable consequence of this Data Breach.

80.  Plaintiff’s Private Information was compromised and exfiltrated by cy't%er-

criminals as a direct and proximate result of the Data Breach. |
81.  Plaintiff was damaged in that his Private Information is in the hands of cyjber

|

criminals. l

82.  As a direct and proximate result of Defendant’s conduct, Plaintiff and Class
I

Members have been placed at an actual, present, immediate, and continuing increased riskg of
|
* harm from fraud and identity theft. l
83.  As a direct and proximate result of Defendant’s conduct, Plaintiff and Clzass
Members have been forced to expend time dealing with the effects of the Data Breach. §
84.  Plaintiff and Ciass Mer;lbers face substantial risk of out-of-pocket fraud los%ses
such as loans opened in their names, medical services billed in their names, tax return frajjud,
utility bills opened in their names, credit card fraud, and similar identity theft. l
85.  Plamtiff and Class Members face substantial risk of being targeted for ﬁltLre
phishing, data intrusion, and other illegal schemes based on their Private Information as potenftial
fraudsters could use that information to more effectively target such schemes to Plaintiff and
Class Members. | | §
86.  Plaintiff and Class Members may also incur out-of-pocket costs for protect%ive
measures such as credit monitoring fees, credit report fees, credit freeze fees, and similar c<;ists

t

directly or indirectly related to the Data Breach. !
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87.

Information when it was acquired by cyber thieves in the Data Breach. Many courts have

recognized the propriety of loss of value damages in related cases.

88.

amounts of time to monitor their financial accounts and records for misuse.

89.

result of the Data Breach. Many victims suffered ascertainable losses in the form of out-of-

" Plaintiff and Class Members have suffered or will suffer actual injury as a dillect

Plaintiff and Class Members also suffered a loss of value of their Private

l
Plaintiff and Class Members have spent and will continue to spend significant

pocket expenses and the value of their time reasonably incurred to remedy or mitigate the effects

of the Data Breach relating to:

a.

94.

Reviewing and monitoring financial and other sensitive accounts and ﬁndmg
fraudulent insurance claims, loans, and/or government benefits claims;

Purchasing credit monitoring and identity theft prevention;
5
Placing “freezes” and “alerts” with reporting agencies; i;
|

Spending time on the phone with or at financial institutions, healthcare prov1d
and/or government agencies to dispute unauthorized and fraudulent actmty m
their name;

Contacting ﬁnanmal institutions and closing or modifying financial accounts; an d;
and

Closely reviewing and monitoring bank accounts and credit reports |for
unauthorized activity for years to come.

Moreover, Plaintiff and Class Members have an interest in ensuring that their

Private Information, which is believed to remain in the possession of Defendant, is protected

from further breaches by implementing security measures and safeguards, including, but not

limited to, making sure that the storage of data or documents containing personal and ﬁnané:ial

i
i

f
information is inaccessible online and that access to such data is limited to authorized users of

such data.
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95.  As a direct and proximate result of Defendant’s actions and inactions, Plaintiff
and Class Members have suffered anxiety, emotional distress, and loss of privacy, and are at an

increased risk of future harm.

CLASS ACTION ALLEGATIONS

96.  This action is brought and may be properly maintained as a class action pursu:ant-
to Rule 23 of the Federal Rules of Civil Procedure. - ‘

97.  Plaintiff brings this action on behalf of themselves and on behalf of all other
persons similarly situated. :
98.  Plaintiff proposes the following Class definition, subject to amendment' as

appropriate:

All persons whose Private Information was compromised because of the |
September 26, 2024 Data Breach (the “Class®). |

99.  Excluded from the Class are Defendant’s officers and directors, and any entit)E' in
which Defendant has a controlling interest; and the affiliates, legal representatives, attorne;ys,
successors, heirs, and assigns of Defendant. Excluded also from the Class are Members of the
judiciary to whom this case is assigned, their families and Members of their staff.

100.  Plaintiff reserves the right to amend or modify the class definitions with greater
specificity or division after having an opportunity to conduct discovery.

101.  Numerosity. The Members of the Class are so numerous that joinder of all of
them in a single proceeding is impracticable. The exact number of Class Members is unknown to
Plaintiff now, but Defendant has reported to the Maine Attorney General that 67,804 md1v1duals

%

were affected by the Data Breach. 19 5

' https://www.maine .gov/agviewer/content/ag/985235¢c7-cb95-4be2-8792-a1252b4£8318/61 t2428d-b058-48da-
b831-b0ea7543acOf html (last visited April 14, 2025).
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102.

Commonality. There are questions of law and fact common to the Class, which

predominate over any questions affecting only individual Class Members. These common

questions of law and fact include, without limitation:

a.

103.

Whether Defendant unlawfully used, maintained, lost, or disclosed Plaintiff’s and
Class Members’ Private Information;

Whether Defendant failed to implement and maintain reasonable secuﬁty
procedures and practices appropriate to the nature and scope of the mformatlon
compromised in the Data Breach; 1

|
Whether Defendant’s data security systems prior to and during the Data Breach
complied with applicable data security laws and regulations; :

Whether Defendant’s data security systems prior to and during the Data Breach
adhered to industry standards; 5

Whether Defendant owed a duty to Class Members to safeguard their anate
Information; )

Whether Defendant breached its duty to Class Members to safeguard their anate

Information; i

Whether Defendant knew or should have known that its data security systems and
monitoring processes were deficient; |

Whether Plaintiff and Class Members suffered legally cognizable damages from
Defendant’s misconduct;

Whether Defendant failed to provide notice of the Data Breach promptly; and

Whether Plaintiff and Class Members are entitled to damages, civil penalt:ies,
punitive damages, and/or injunctive relief. l

Typicality. Plaintiff’s claims are typical of those of other Class Members

because Plaintiff’s Private Information, like that of every other Class member, was compromi:sed

in the Data Breach. Plaintiff’s claims are typical of those of the other Class Members beca1flse,

among other things, all Class Members were injured through the common misconductz of

Defendant. Plaintiff is advancing the same claims and legal theories on behalf of themselves and
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l
all other Class Members, and no defenses are unique to Plaintiff. Plaintiffs claims and thosi. of
|

|

104. Adequacy of Representation. Plaintiff will fairly and adequately represent and

3

{

protect the interests of the Members of the Class. Plaintiff’s Counsel is competent and

Class Members arise from the same operative facts and are based on the same legal theories.

experienced in litigating class actions, including data privacy litigation of this kind. 1

105. Predominance. Defendant has engaged in a common course of conduct towiard
. §
Plaintiff and Class Members, in that all Plaintiff’s and Class Members’ data were stored on the
same computer network systems and unlawfully accessed in the same way. The common iss?les
arising from Defendant’s conduct affecting Class Members set out above predominate over ény
individualized issues. Adjudication of these common issues in a single action has important fand
desirable advantages of judicial economy. [
106. Superiority. A Class action is superior to other available methods for the jfair
and efficient adjudication of the controversy. Class treatment of common questions of law z}md
fact is superior to multiple individual actions or piecemeal litigation. Absent a class action, miost

1

Class Members would likely find that the cost of litigating their individual claims is prohibitiv:ely
high and would therefore have no effective remedy. {
107. The prosecution of separate actions by individual Class Members would creaie a
risk of inconsistent or varying adjudications with respect to individual Class Members, wh%ich
would establish incompatible standards of conduct for Defendant. In contrast, the conduct of t:his
action as a class action presents far fewer management difficulties, conserves judicial rcsourfées
and the parties’ resources, and protects the rights of each Class member. I
108. Defendant has acted on grounds that apply generally to the Class as a wholeﬁ S0

that class certification, injunctive relief, and corresponding declaratory relief are appropriate ona

Class-wide basis.
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109. Finally, all members of the proposed Class are readily ascertainable. Defend:ant
has access to Class Members’ names and addresses affected by the Data Breach. Class Members

have already been preliminarily identified and sent notice of the Data Breach by Defendant.

CAUSES OF ACTION i

FIRST COUNT |
NEGLIGENCE
(On Behalf of Plaintiff and All Class Members) |

110. Plaintiff re-alleges and incorporate paragraphs 1 through 109 and the above
allegations as if fully set forth herein. l

111. Defendant required Plaintiff and Class Members to submit non-public persénal
information to apply to medical school through AACOM.

112. By collecting and storing this data in Defendant’s computer property, Defendant
had a duty of care to use reasonable means to secure and safeguard its computer property—;md
Class Members’ Private Information held within it—to prevent disclosure of the information,
and to safeguard the information from theft. Defendant’s duty included a responsibility to
implement processes by which it could detect a breach of its security systems in a reasonably
expeditious period and to give prompt notice to those affected in the case of an Data Breach. '

113. Defendant owed a duty of care to Plaintiff and Class Members to provide data
security consistent with industry standards and other requirements discussed herein, and to
ensure that its systems and networks, and the personnel responsible for them, adequafely
protected the Private Information. ’

114. Defendant’s duty of care tﬁ use reasonable security measures arose because of the
special relationship that existed between Defendant and Plaintiff and the Class. That speéial
relationship arose because Plaintiff and the Class entrusted Defendant with their ‘confidential

Private Information, a necessary part of obtaining services from Defendant. !
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|

115. In addition, Defendant had a duty to employ reasonable security measures un;der

|
Section 5 of the Federal Trade Commission Act, 15 U.S.C. § 45, which prohibits “unfair ; ..

4
practices in or affecting commerce,” including, as interpreted and enforced by the FTC, ithe
1
N
unfair practice of failing to use reasonable measures to protect confidential data.
116. Defendant further had a duty to use reasonable care in protecting confidential data

because Defendant is bound by industry standards to protect confidential Private Information.

117. Defendant breached its duties, and thus was negligent, by failing to use reasona;ble

measures to protect Class Members’ Private Information. The specific negligent acts z:md
§
omissions committed by Defendant include, but are not limited to, the following: |
a. Failing to adopt, implement, and maintain adequate security measures1 to
safeguard Class Members’ Private Information;

|
b. Failing to adequately monitor the security of its networks and systems; %
c. Allowing unauthorized access to Class Members’ Private Information; ’
d. Failing to detect timely that Class Members’ Private Information had b(leen
compromised,

!
|
e. Failing to timely notify Class Members about the Data Breach so that they could
take appropriate steps to mitigate the potential for 1dent1ty theft and other damages; and

i
f Failing to secure its stand-alone personal computers, such as the reception desk
computers, even after discovery of the data breach. %

118. It was foreseeable that Defendant’s failure to use reasonable measures to protect
Class Members’ Private Information Qou]d result in injury to Class Members. Further, !the
breach of security was reasonably foreseeable given the known high frequency of cyberatta%:ks
and data breaches. | f

119. It was therefore foreseeable that the failure to adequately safeguard Cliass

t

Members’ Private Information would result in one or more types of injuries to Class Members£

;
§
i
i

28



|
Case 8:25-cv-01239-TJS Document1l Filed 04/16/25 Page 29 of 37 {
\ |
120. Plaintiff and Class Members are entitled to compensatory and consequenitial
damages suffered because of the Data Breach.. i
121. Defendant’s negligent conduct is ongoing, in that it still holds the Pri\%ate
Information of Plaintiff and Class Members in an unsafe and unsecure manner. f
122.  Plaintiff and Class Members are also entitled to injunctive relief requiriing
Defendant to (i) strengthen its data security systems and monitoring procedures; (ii) submit: to
future annual audits of those systems and monitoring procedures; and (iii) provide adequ%ate
credit monitoring to all Class Members. l
SECOND COUNT §

NEGLIGENCE PER SE (
(On Behalf of Plaintiff and All Class Members) o

123.  Plaintiff re-alleges and incorporates the above allegations as if fully set fc%rth
herein. !

124.  Under the Federal Trade Commission Act, 15 U.S.C. § 45, Defendant had a diuty
to provide fair and adequate computer systems and data security practices to safeguard PlaintifPs

and Class Members’ Private Information. |

|
125. Defendant’s failure to comply with applicable laws and regulations constitutes
negligence per se.

126.  But for Defendant’s wrongful and negligent breach of its duties owed to Plaingtiff

and Class Members, Plaintiff and Class Members would not have been injured.
|

127. The injury and harm suffered by Plaintiff and Class Members was the reasonably

foreseeable result of Defendant’s breach of its duties. Defendant knew or should have knoiwn

that by failing to meet its duties, and that Defendant’s breach would cause Plaintiff and Cfass

I

Members to experience the foreseeable harms associated with the exposure of their Priv?ate
z

Information. i
i

H
t
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¢
128.  As a direct and proximate result of Defendant’s negligent conduct, Plaintiff and

Class Members have suffered injury and are entitled to compensatory, consequential, and
. punitive damages in an amount to be proven at trial. |
THIRD COUNT

|
BREACH OF IMPLIED CONTRACT ;
(On Behalf of Plaintiff and All Class Members) ]

H

i

129. Plaintiff re-alleges and incorporates the above allegations as_ if fully set f irth
herein. ;
130. When Plaintiff and Class Members provided their Private Information| to
Defendaﬁt in exchange for Defendant’s services, they entered implied contracts with Defen«%ant

under which Defendant agreed to reasonably protect such information.

131. Defendant solicited, offered, and invited Class Members to provide their Privgate
Information as part of Defendant’s regular business practices. Plaintiff and Class Memb?ers
accepted Defendant’s offers and provided their Private Information to Defendant. ' s

132. In entering such implied contracts, Plaintiff and Class Members reasonajbly
believed and expected that Defendant’s data security _practices complied with relevant laws émd
regulations and adhered to industry standards. | |

133. Plaintiff and Class Members paid money to Defendant with the reasonable beiief
and expectation that Defendant would use part of its earnings to obtain adequate data securiity.
Defendant failed to do so. i

134. Plaintiff and Class Members would not hav‘e entrusted their Private Informatiox; to
Defendant in the absence of the implied contract between them and Defendant to keep tI;eir

information reasonably secure. |

B
i
i
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135. Plaintiff and Class Members would not have entrusted their Private Informatiox;i to

i
Defendant in the absence of its implied promise to monitor its computer systems and networks to

s
|
136. Plaintiff and Class Members fully and adequately performed their obligatié)ns

ensure that they adopfed reasonable data security measures.

under the implied contracts with Defendant. f
|
137. Defendant breached its implied contracts with Class Members by failing{’ to

safeguard and protect their Private Information.

138. As a direct and proximate result of Defendant’s breach of the implied contra%:ts,

J
Class Members sustained damages as alleged here, including the loss of the benefit of ;the

bargain. |

139.  Plaintiff and Class Members are entitled to compensatory, consequential, énd

nominal damages suffered because of the Data Breach. I
140. Plaintiff and Class Members are also entitled to injunctive relief requiring

Defendant to, e.g., (i) strengthen its data security systems and moﬁitoring procedures; (ii) subffnit

to future annual audits of those systems and monitoring procedures; and (iii) immediatjely

provide adequate credit monitoring to all Class Members. |

Fourth Count |
Breach of Fiduciary Duty %
(On Behalf of Plaintiff and All Class Members) {

141. Plaintiff re-alleges and incorporates paragraphs 1-109 and the above allegationé as

if fully set here in. , }

!

142. Defendant became guardian of Plaintiff’'s and Class Members’ Privzate

Information, creating a special relationship between Defendant and Plaintiffs and Class

Members.
;

i
|
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143.  As such, Defendant became a fiduciary by its undertaking and guardianship of the

Private Information, to act primarily for Plaintiffs and Class members, (1) for the safeguarding of

Plaintiff’s and Class Members Private Information; (2) to timely notify Plaintiff and Class

1
Members of a Data Breach and disclosure; and (3) to maintain complete and accurate recordsf of

what information (and where) Defendant did and does store it. §
144. Defendant has a fiduciary duty to act for the benefit of Plaintiffs and leass
members upon matters within the scope of Defendant’s relationship with its current and fon;iler
applicants, in particular, to keep secure their Private Information. !
145. Defendant breached its fiduciary duties by, inter alia, failing to comply with hme
guidelines outlined under HIPAA and the FTC act fér safeguarding and storing it. This fa‘iliure
re3sulted in the Data Breach that ultimately came to pass.
146. Defendant breached its fiduciary duties owed to Plaintiff and Class members by
failing to timely notify é_nd/or warn Plaintiff and Class Members of the Data Breach.
147.  As a direct and proximate result of Defendant’s breaches of its fiduciary duties,

Plaintiff and Class Members have suffered and will suffer injury, including but not limited to:

a. Actual identity theft;

b. The compromise, publication, and/or theft of their Privfate
Information,; : f

c. out-of-pocket expenses associated with the prevention, detecti%on,
and recovery from identity theft and/or unauthorized use of their Privfate
Information; i

d. Lost opportunity costs associated with effort expended and the l?oss

i
of productivity addressing and attempting to mitigate the consequences of
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|

the Data Breach, including, but not limited to, efforts spent research]’ing

how to prevent, detect, contest, and recover from identity theft; i

|

e. The continued risk to their Private Information, which remains in
|

Defendant’s possession and is subject to further unauthorized disclosures

so long as Defendant fails to undertake appropriate and adequate measures

to protect the Private Information in its continued possession; |

f. Future costs in terms of time, effort, and money that will| be

expended as result of the Data Breach for the rest of the lives of Plaintiffs

and Class Members; and |

g. The diminished value of Defendant’s services they received. 1
148. As a direct and proximate result of Defendant’s breach of its fiduciary dut';ies,
Plaintiffs and Class Members have suffered and will continue \to suffer other forms of injiury
and/or harm, and other economic and non-economic losses. [
149. Plaintiffs and the Class seek compensatory damages for breach of fiduciary dlilty,
which entails the amount of the difference between the price they paid for defendant’s serviices
as promised and the diminished value of its Private Information and the costs of futjure
monitoring of their credit history for identity theft and fraud, and/or other damages, pflus
prejudgment interest and costs. [
FIFTH COUNT |
UNJUST ENRICHMENT -
(On Behalf of Plaintiffs and All Class Members) |
150. Plaintiffs re-allege and incorporate the above allegations as if fully set forth herein.

151. Plaintiffs brings this claim individually and on behalf of all Class Members. This

~ count is pled in the alternative to the breach of contract count above. 'z
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152. Upon information and belief, Defendant funds its data security measures entirl'ely

!
from its general revenue, including payments made by or on behalf of Plaintiff and the Class

Members.

153. Plaintiff and Class member conferred a monetary benefit on Defendant. Tpey

i

~ bought services from Defendant and/or its agents and in so doing provided Defendant with tlileir
Private Information. In exchange, Plaintiff and Class Members should have received from !:the
Defendant the services that were the subject of the transaction and should have had their Priviate
Information protected with adequate data security. %
154. Defendant knéw that Plaintiff and Class Members conferred a benefit wh:ich
Defendant accepted. Defendant profited from these transactions and used the Private Informat{ion
of Plaintiff and Class Members for business purposes. . 1
155. Defendant enriched itself by saving the costs Defendant reasonably should héwe
expended on data security measures to secure Plaintiff’s and Class Members’ Persoinal
Information. Rather than providing a reasonable level of security that would haQe prevented ;:the
hacking incident, Defendant instead calculated to increase its own profits at the expense‘; of
Plaintiff and Class Members by using cheaper, ineffective security measures. Plaintiff and Ciass
Members, on the other hand, suffered as a direct and proximate result of quendant’s decisiorf} to
prioritize its own profits over the requisite security. %
156. Under the principles of equity and good conscience, Defendant should not i be
permitted to retain the money belonging to Plaintiff and Class Members, because Defend:amt
failed to implement appropriate data management and security measures that are mandatedib\y
industry standards. f

15'\7. Defendant failed to secure Plaintiff’s and Class Members’ Private Information and

thus did not provide full compensation for the benefit Plaintiffs and Class Members provided. |

4
H
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failed to disclose the inadequate security practices alleged.

%
I
|
158. Defendant acquired the Private Information through inequitable means in that it
i
|
|
|

159. If Plaintiff and Class Members knew that Defendant had not reasonably secured

~ their Private Information, they would not have agreed to provide their Private Informatwq to

Defendant.

160. Plaintiff and Class Members have no adequate remedy at law.
161. As a direct and proximate result of Defendant’s conduct, Plaintiff and Cliass

Members have suffered and will suffer injury, including but not limited to:

oo

o

162. As a direct and proximate result of Defendant’s conduct, Plaintiff and Class Members hfave

suffered and will continue to suffer other forms of injury and/or harm.

|

Actual identity theft;

The loss of the opportunity of how their Private Information is used;
The compromise, publication, and/or theft of their Private Information;
Out-of-Pocket expenses associated with the prevention, detection, and recovery
from identity theft, and/or theft of their Private Information;
Lost opportunity costs associated with efforts expended and the loss! of
productivity addressing and attempting to mitigate the consequenc3es of the Data
Breach, including, but not limited to, efforts spent researching how to prevent,
detect, contest, and recover from. Identity theft; I
The continued risk to their Private Information, which remains in Defendant s
possession and is subject to further unauthorized disclosures so long! as
Defendant fails to undertake appropriate and adequate meaqgsur3es to protect
Private Information in its continued possession; and ;
Future costs in terms of time, effort and money to be expended to prevent, detect
contest, and repair the effect of the Private Information compromised becausé of
the Data Breach for the rest of the lives of Plaintiffs and Class Members.

|

163. Defendant should be compelled to disgorge into a common fiind or corstructive trust, §for

the benefit of Plaintiff and Class Members, proceeds that they unjustly received from them, In fthe

alternative, Defendant should be compelled to refund the amounts that Plaintiffs and Class Memt;ers

!

overpaid for Defendant’s services. §

PRAYER FOR RELIEF

WHEREFORE, Plaintiff, on behalf of himself and the Class described above seeks ihe
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following relief: 1

a.

Plaintiff demands a trial by jury on all claims so triable.

Date: April 15, 2025 Respectfully submitted,

‘'statutory penalties, in an amount to be determined, as allowable by law;

For an Order certifying this action as a class action, defining the Classi as
requested herein, appointing Plaintiff and their counsel to represent the Class, émd
finding that Plaintiff are proper representatives of the Class requested herein; !

For equitable relief enjoining Defendant from engaging in the wrongful conquct
complained of herein relating to the misuse and/or disclosure of Plaintiff’s and
Class Members’ Private Information, and from refusing to issue prompt, complete
and accurate disclosures to Plaintiff and Class Members; %
|

For equitable relief compelling Defendant to use appropriate methods and policies
related to consumer data collection, storage, and safety, and to disclose with

specificity the type of Private Information compromised during the Data Breach

For equitable relief requiring restitution and disgorgement of the revenpes
wrongfully retained because of Defendant’s wrongful conduct; 2

i
i

For an Order directing Defendant to pay for not less than ten years of credit
monitoring services for Plaintiff and the Class;

For an award of actual damages, compensatory damages, statutory damages, and

For an award of punitive damages, as allowable by law;

For an award of attorneys’ fees and costs, and any other expense, including expert
witness fees; ;
{

Pre- and post-judgment interest on ény amounts awarded; and

Any other relief that this court may deem just and proper.

JURY TRIAL DEMANDED

(s/ :
Duane O. King ;
Bar No: 19430

The Law Offices of Duane O. King
803 W. Broad Street, Suite 210
Falls Church, VA 22046 |
Telephone: (202) 331-1963
Fax: (202) 449-8365
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dking@dkinglaw.com ‘
{

Leigh S. Montgomery (pro hac vice forthcoming)
Texas Bar No. 24052214

, EKSM, LLP
4200 Montrose, Ste. 200
Houston, Texas 77006
Phone: (888) 350-3931
Imontgomery@eksm.com
service only: service@eksm.com

{
|
!
i
1
{
|
¥
¥
)
{
|
1
H
1
!
i

ATTORNEYS FOR TED CHRISTENSEN AND THE
PUTATIVE CLASS

i
|
1
|
!

37



IS44 (Rev.04/21)

purpose of initiating the civil docket sheet.

CIVIL COVER SHEET
The IS 44 civil cover sheet anLiR SR rAadDcGMnihd3rilhd Rplace RAOGIIEAGNE: Jitidg and ited Mﬂg@%er paErﬁQ@que@fylaw. except as

provided by local rules of court. This form, approved by the Judicial Conference of the United States in September 1974, is required for the use of the Clerk of Court for the

(SEE INSTRUCTIONS ON NEXT PAGE OF THIS FORM.)

1

L. (a) PLAINTIFFS

Todd Christensen et al.

(b) County of Residence of First Listed Plaintiff  Frederick Cty, CT

(EXCEPT IN U.S. PLAINTIFF CASES)

(C) Attomeys (Firm Name, Address, and Telephone Number)

The Law Offices of Duane O. King PC, 803 W. Broad St,
#210, Falls Church, VA 22045 (202)331-1963

DEFENDANTS ;
American Association of Colleges of Osteopathic Medicine

County of Residence of First Listed Defendant
(IN U.S. PLAINTIFF CASES ONLY)

NOTE: IN LAND CONDEMNATION CASES, USE THE LOCATION OF
THE TRACT OF LAND INVOLVED.

Attomeys (If Known)

IL. BASIS OF JURISDICTION (Place an “X" in One Box Only)

111. CITIZENSHIP OF PRINCIPAL PARTIES (Place an “X* in One Box for Plainsiff
(For Diversity Cases Only)

and One Box for Defendant) |

[J1 us. Governmen []3 Federal Question PTF  DEF PTF | DEF
Plaintiff (U.S. Government Not a Party) Citizen of This State D i [g 1 Incorporated or Principal Place I:l 4 D 4
of Business In This State i
[32 us. Government [xl4 Divessity Citizen of Another Statc [Xiz [ 2 Incorporated and Principal Place ] 5 .5
Defendant (Indicate Citizenship of Parties in Item 11]) of Business In Another State :
Citizen or Subject of a [d3 [0 3 ForcignNation O s
Forcign Country .
1V. NATURE OF SUIT (Place an X" in One Box Only) Click here for: Nature of Suit Code Descriptions.
S TORTS FORFEITURE/PENALTY: JBANKRUPTCY. J /OTHER STATUTES - *
110 Insurance PERSONAL INJURY PERSONAL INJURY :]625 Drug Related Seizure 422 Appeal 28 USC 158 375 False Claims Act
120 Marine 310 Airplane [:] 365 Personal Injury - of Property 21 USC 881 423 Withdrawal 376 Qui Tam (31 USC
130 Miller Act 315 Airplane Product Product Liability 3690 Other 28 USC 157 3729(a))
140 Negotiable Instrument Liability D 367 Health Care/ ~INTELLECTUAL' :) 400 State Reapportionment
[] 150 Recovery of Overpay 320 Assault, Libel & Pharmaceutical |: - -'PROPERTY RIGHT: 410 Antitrust
& Enforcement of Judpmen] Stander Personal Injury :] 820 Copyrights 430 Banks and Banking
15t Medicare Act 330 Federal Employers® Product Liability 830 Patent 450 Commerce
B 152 Recovery of Defaulted Liability [:] 368 Asbestos Personal 3 835 Patent - Abbreviated 460 Deportation ;
Student Loans 340 Marine Injury Product New Drug Application 470 Racketeer Influenced and
(Excludcs Veterans) 345 Marinc Product Liability _ 840 Trademark Corrupt Organizations
[T 153 Recovery of Overpayment Liability PERSONAL PROPERTY —  LABOR_ 880 Defend Trade Secrets ] 480 Consumer Credit |
of Veteran's Benefits 350 Motor Vehicle 370 Other Fraud 710 Fair Labor Standards Act of 2016 (15 USC 1681 or 1692)
[[] 160 Stockholders® Suits 355 Motor Vehicle 3 371 Truth in Lending Act ] 485 Telephone Consumer
[} 190 Other Contract Product Liability | 1380 Other Personal 1720 Labor/Management 5. SOCIAL SECURITY, .. Protection Act |
195 Contract Product Liability 360 Other Personal Property Damage Relations 861 HIA (1395fY) 490 Cable/Sat TV ¢
B 196 Franchise Injury |:| 385 Property Damage 3740 Railway Labor Act 862 Black Lung {923) 3 850 Securities/Commodities/
362 Personal Injury - Product Liability 751 Family and Medical 863 DIWC/DIWW (405(g)) Exchange -
Medical Malpractice Leave Act . 864 SSID Title XVI : 890 Other Statutory Actions
| PROPERIY . CIVIL RIGETS FPRISONER-PETITIONS~:| ]790 Other Labor Litigation || 865 RSI (405(g)) | ] 891 Agriculturat Acts
| [210 Land Condemnation 440 Other Civil Rights Habeas Corpus: _] 791 Employee Retitement '] 893 Environmental Matters
[ ]220 Forectosure 441 Voting [ ] 463 Alicn Detaince Income Security Act T ALTAXSUIRS | | 895 Freedom of Information
230 Rent Lease & Ejectment 442 Employment 1510 Motions to Vacate | 1 870 Taxes (U.S, Plaintift Act
240 Torts to Land 443 Housing/ Sentence or Defendant) 896 Arbitration
245 Tort Praduct Liability Accommodations [ ] 530 General { | 871 IRS—Third Party 3 899 Admiinistrative Procedure
[]290 All Other Real Property :l 445 Amer. w/Disabilities -] | 535 Death Penalty 5 26 USC 7609 Act/Review or Appeal of
Employment Other; 462 Naturalization Application Agency Decision
] 446 Amer. w/Disabilities -] 540 Mandamus & Other 465 Other Immigration D 950 Constitutionality of
Other 550 Civil Rights Actions State Statutes
] 448 Education 555 Prison Condition
560 Civil Detainee -
Conditions of
Confincment N

V. ORIGIN (Place an X" in One Box Only)

§

X I Original DZ Removed from 3 Remanded from D4 Reinstated or O 5 Transferred from 6 Multidistrict O 8 Multidistrict
Proceeding State Court Appeliate Court Reopened Another District Litigation - Litigation -
(specify) Transfer Direct File
Cite the U.S. Civil Statutc under which you are filing (Do not cite jurlsdictional unless diversity): :

VI. CAUSE OF ACTION

28 U.S.C. Sec. 1332(d)(2)

Brief description of cause:
Defendant suffered a data breach, which damaged a class of individuals whose personal information was stolen

VII. REQUESTED IN  [x] CHECK IF THISIS A CLASS ACTION DEMAND § CHECK YES only if demanded in complaint:
COMPLAINT: UNDER RULE 23, FR.Cv.P. §,000,000.00 JURY DEMAND: ®yes [No -
VIII. RELATED CASE(S) s ,
ee instructions):
IF ANY et JupGE DOCKET NUMBER
DATE SIGNATURE OF ATTORNEY OF RECORD
4114/2025 Is/ Duane Ok King
FOR OFFICE USE ONLY
RECEIPT # AMOUNT APPLYING IFP JUDGE MAG. JUDGE




Case 8:25-cv-01239-TJS Document4 Filed 04/16/25 Page 1 of1l

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND

&

Ted Christensen *

Plaintiff(s) *

L

Vvs. *  Civil Case No.: 8:25—cv-01239-TJS

*

American Association of Colleges of *
Osteopathic Medicine

%

Defendant(s)

MAGISTRATE JUDGE DIRECT ASSIGNMENT ORDER

Pursuant to Standing Orders 2019-07 and 2023-01, and pending the consent of all
parties, this case has been assigned to a United States Magistrate Judge for all proceedings,
including the entry of final judgment. During the time that it takes for all parties to indicate
whether they consent, the filing of dispositive motions should be held in abeyance.
Therefore, it is hereby

ORDERED that each party must first file a consent or declination to proceeding before
a Magistrate Judge pursuant to Standing Order 201907 before any other filing; and it is
further

ORDERED that all parties are precluded from filing a fully or partially dispositive
motion such as a motion pursuant to Rule 12, or a motion seeking preliminary relief, until
consent is obtained from all parties or the case is reassigned to a District Judge, if consent
from all parties is not obtained; and it is further

ORDERED that the time to file any dispositive motion is tolled until such time that
consent is obtained from all parties or the case is reassigned to a District Judge. After all
consent is obtained or the case is reassigned to a District Judge, these motions shall be
filed within fourteen (14) days, or the prescribed time to file the motion under the Federal
Rules, whichever is later; and it is further

ORDERED that Plaintiff shall provide a copy of this Order with the summons and
complaint served on each party under Fed. R. Civ. P. 4,

Date: April 16, 2025 /s/
Timothy J. Sullivan

United States Magistrate Judge




